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What’s New for BBA-VPN-NetlQ
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Select BBA-VPN-NetiQ

Input Seif-define Password
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BBA-VPN-NetiQ Connected

Input token code

°

Get JoyChat Xia0820 token code

1. EHACE L 4-Update user profile

1.1 3% BBA-VPN-NetlQ A 7 ECE 3044 —Install BBA-VPN-NetlQ user profile

Open software center in your computer, as shown below:
FFF L = ) software center, 1R -
=
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¢ @
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Click “NETIQ VPN Update_V1.0” and Install:
iy “NETIQVPN Update_V1.0” 222

. TS
[ Applications n p
~
< Updates Filter: [An -J Sortby: | Most recent S H
B Operating Systems
| ion status
C& Device compliance ‘
£¥ Options =i e i i e i 8 a a
NETIQ VPN BMW_NewFonts 0 JAVAJRE8U191  EAMS - installation BMWscreensaver_ New_BMW_Fonts - EPM_Addin - EPM_Addin - VvsCode -
Update V1.0 -in.. [127 -installation X4 - installation va-  X64
— — = = e — — = —
i L5 a' al L a' L& | & al
Appium - Mongodb- FireFox - Pycharm_Commun Node Js - android_studio_ide Notepad++ - Putty - installation TortoiseGit -
installation Compass-Comm... i i ity - - Simon Tatha installation

Installation Compete, as shown below:

TR, T

[E® Applications Applications » Application details

' Updates : ;
NETIQ VPN Update_V1.0 - installation

[™ Operating Systems

[™ Installation status

£& Device compliance

a3 Status: Installed
£¥ Options Date published: 3/23/2022

Restart required: No
Download size: Less than 1 MB
Estimated time: Not specified
Total components: 1

Note: The next chapteris for user self-defined Password settings. If you don’t set it, you cannot
receive the JoyChat token code and cannot meet multi-factor authentication security policy.
Users who do not meet the security policy will be locked by the system.
¥ TEAAPEEXNFERE, ARENTEREENESEE, BABEZREIL
IERA R, MR RERBKHP BB RSABE, L.
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2. NetlQ VPN 4} F ¥ B - NetlQ VPN Token User Setting

2.1 &% NetlQ EBh BT - Logging into the NetlQ Self-service Portal

Openthe link in your browser: https://lvpn.bba,
{5 0 WE 28 T FF 8542 https:/ivpn.bba,

Enter your BBA account (Uxxxx or UFxxxx) and click Next as shown below:
i NARA BBA 45k ;1 (Uxxxx or UFxxx), il Next, 40 R IA:

User name 1
]

Enter the BBA account password and click next, as shown below:
f O\ BBA sk &Y, A next, @R

Chain LDAP Password Only v

Method (";‘ LDAP password

Password 1
2] o
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Login self-service portal successful, as shown below:

X E B, R

Welcome to the Self-Service portal for NetlQ Advanced Authentication.

Authenticator section displays the methods that are available for enrollment.

Enrolled Authenticators

LDAP password

Auto-created

Add Authenticator

Password SMS OTP

This portal allows you to manage your authentication methods. The Enrolled Authenticators section displays all the methods that you have enrolled. The Add

NetlQ VPN Token User Guide Ver. 1.7
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2.2 B R HEE -Setthe user self-defined Password

Click “Password” to set the user self-defined Password, as shown below:
s “Password” BB HE XFW, K-

Enrolled Authenticators
[ X X ]
LDAP password
Auto-created
Add Authenticator
LA N ] [g]
1
Password SMS OTP

Enter 6-8 digit password, enter the same password again in "Confirmation" (the password must be a
number), and click save, as shown below:

i\ 6-8 S EEHY, 7E “Confirmation” Fh - /X fir NAH I35 (RG2S BT, Ml save,
wrAE:

Add Password authenticator

The Password method is a password stored in the NetlQ Advanced Authentication that is not connected to your corporate directorn
password

Comment

Password 1

Confirmation 2' ----- q I

NetlQ VPN Token User Guide Ver. 1.7 06/30/12022
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User self-defined Password setting is completed, as shown below:

M B E ER R E TR, i

Enrolled Authenticators

LDAP password Password

Auto-created

Add Authenticator

&

SMS OTP

2.3 2 E NetlQVPN 4 }# - Setthe NetlQ VPN Token

This step will bind the NetlQ VPN token to JoyChat Xiaobao, so that you can receive the NetlQ VPN
token code through JoyChat Xiaobao.

AP RN NetlQVPN RS Bf5/NE b, ik ARmT DL Hefs /= U2 NetlQ VPN 4 Fg
i,

If your BBA account (Uxxxx or UFxxxx) has a phone number registered, the NetlQ VPN token (SMS
OTP in below picture) will be created automatically without manual setting, as shown below:
WIHRAR ) BBA 35k 7 (Uxox 8% UFxooo) A1 EL 8 T FETE 515, U] NetlQ VPN 4-ft (RITR
Kt i) SMSOTP) < HE BN, AFETIRE, W HE:

Enrolled Authenticators

2

LDAP password Password SMS OTP

Auto-created Auto-created

NetlQ VPN Token User Guide Ver. 1.7 06/30/12022
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If there is no phone number in your BBA account, follow the steps below to add the NetlQ VPN Token
(SMSOTP) .

A SRAR T BBA 5k 7 (Usooox 550 UFooo) H 50 B0 B HEL TG 505, A% I8 40 T 20 BRI NetlQ
VPN 4 (HJ SMS OTP).

Click "SMS OTP" to set NetlQ VPN Token as shown below:
Ay “SMS OTP”#: & NetlQVPN 4k, tn &

Add Authenticator

| &

SMS OTP

Enter your phone number in “Phone number”, and click Save
fa NARIFTH AT S 5% “Phone number”, f5 il save

Add SMS OTP authenticator

The SMS OTP method uses your mobile phone number from your corporate directory. The SMS OTP method sends a text mes:
time password (OTP). You can use this OTP to authenticate within the specified timeframe

Your cell phone number where the SMS OTP is sent is: unknown

Comment

FPhone number 1 +8613 I —

2 Save Cancel

Completed, as shown below:
ek, W E:

Enrolled Authenticators

coe e 1 @]

LDAP password Password SMS OTP

Auto-created

Now, NetlQ VPN token self-service setting is complete.
PLAE, NetlQVPN 4t H B B 58 ik

NetlQ VPN Token User Guide Ver. 1.7 06/30/12022
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3.7%%: BBA-VPN-NetlQ - Connectto BBA-VPN-NetlQ
Open Cisco AnyConnect, select “BBA-VPN-NetlQ”, and click Connect.
FTJF Cisco AnyConnect, % “BBA-VPN-NetlQ”, st Connect.
% Cisco AnyConnect Secure Mobility Client
Ready to connect.
1
Enter your BBA account(Uxxxx or UFxxxx) and user-defined Password, click OK.
B VR BBA sk PRI A - H E CEERS, i OK.
% Cisco AnyConnect | BBA-VPN-NetlQ X
Please enter your username and password.
]
]
| e [
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Enter the NetlQ VPN token code received by your JoyChat Xiaobao ,and click Continue.
i NS /N T2 1K) NetlQ VPN 4 fiifid, 7 Continue.

< g e

The token code is: 951305 , Effective
time 120 seconds;

The token code is: 368610 , Effective
time 120 seconds;

% Cisco AnyConnect | BBA-VPN-NetlQ X
The token code is: 676647 , Effective |

time 120 seconds; 6

Answer’] -
The token code is: 719917 , Effective 1

time 120 seconds; Please enter the OTP code sent in SMS to your
phone

The token code is§309201Y Effective
time 120 seconds;

=] o

VPN connection succeeded.
VPN EH R
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